Nudopmannonnas namMsiTka JAJs 00y4ar0muxcs

C KaXIpIM TOJIOM MOJIO/ICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a ITKOJIBHUKH
OJIHU U3 CaMbIX aKTUBHBIX MOJb30BaTesel Pynera. Mexay TeM, TOMUMO
OTPOMHOTO KOJIMYECTBA BOZMOKHOCTEH, HHTEPHET HECET U MPOOJIeMBI. DTa
naMsTKa JOJHKHA MOMOYb TeOe 6e30MacHO0 HaXOAUTHCS B CETH.

KomnproTepHbie BUPYCHI

KomnbroTepHslil BUPYC - 3TO Pa3HOBUAHOCTb KOMITBIOTEPHBIX IPOTPaMM, OTIIMYUTEIBHON 0COOCHHOCTHIO
KOTOPOI! SIBJIIETCS CHOCOOHOCTH K Pa3MHOXKEHUIO. B 1onosHeHne K 3TOMY, BUPYChl MOT'YT IIOBPEAUTH WU
MOJTHOCTBHIO YHHUTOXHUTH BCE (hailyibl U TaHHBIE, TOJIKOHTPOJIBHBIE TOJIb30BATEIN0, OT IMEHU KOTOPOTro ObLIa
3amynieHa 3apa)KeHHas Iporpamma, a TAKKe MOBPEIUTh WU JaKe YHUUYTOKUTh ONEPALMOHHYIO CUCTEMY CO
BcemH (paiiimamu B 11es1oM. B OOJIBIIMHCTBE CIy4aeB paclpoOCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTOIH)I 3aI0UTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. Hcnonw3yit cOBpeMEHHBIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHB 3alIUTHI OT
BPEIOHOCHBIX IIPOTPAMM.

2. TloctosiHHO ycTaHaBnuBaii mayTH (U(GPOBbHIE 3aIUIATKH, KOTOPhIE aBTOMATHYECKU YCTaHABIUBAIOTCS C
I[EJTBbI0 IOPAOOTKH MPOTPAMMBbI) B IPYTHEe OOHOBIICHHS CBOCH OIepaIiioHHON cucTeMbl. CKaunBai ux
TOJIbKO ¢ ounmansHOro caita pazpadborunka OC. Ecnu cymecTByeT pexiuM aBTOMaTHIYECKOrO
OOHOBJICHUSI, BKIIIOUH €TO.

3. Palortaii Ha cBOeM KOMITBbIOTEpE MO/ PaBaMU MOJIB30BATENsI, & HE aIMUHUCTPATOpPa. ITO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM WHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATTLHOM KOMITBIOTEPE.

4. Vcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE POAYKTHI U3BECTHBIX MPOU3BOIUTENCH, C aBTOMAaTHYECKIUM
oOHOBJIEHHEM 0a3.

5. Orpanuub GpU3MUECKUI T0CTYI K KOMIBIOTEPY A HOCTOPOHHUX JIMLL.

6. Hcmonb3yit BHENTHHE HOCUTENN HH(DOPMAINK, TaKue Kak (Iemka, JUCK Win (ailsl 13 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX UICTOYHHUKOB.

7. He oTkpbIBaii KOMIIBIOTEPHBIE Pailiibl, MOJyY€HHbIE U3 HEHAJIC)KHBIX HCTOYHUKOB. Jlaxe Te (aiiisbl,
KOTOpBIE MpHCIall TBON 3HAKOMBIH. JIydle yTouHU y Hero, OTIPABIIsI JIM OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BHJI HIepeiadun JaHHBIX, He TEXHOJIOTHS, a BCEro JIMIb OpeH 1, mapka. Emie B 1991 roxy
HUJepiaHcKas koMnanus 3apeructpuponana opens « WECAy, uro 06003Ha4asIo c10BOCOUETaHHE
«Wireless Fidelity» koTopbIii mepeBoInuTCs Kak «OeCTpOBOHAS TOUHOCTB.

Jlo Hatiero BpeMeHH JIoliia apyras ab0peBuarypa, KoTopas sSBIsieTcs TaKOH K€ TeXHOIOTHEeH. DTo
abbpeBuarypa «Wi-Fi». Takoe Ha3BaHuMe OBUIO JaHO C HAMEKOM Ha CTaH/IAPT BHICIIMK 3BYKOBOW TEXHUKU
Hi-Fi, uTo B mepeBo/ie 03HAYaET «BBICOKAS TOUHOCTDY.

Jla, OecruiaTHBI HHTEPHET-IOCTYI B Kad)e, OTEIAX U a3pOIOPTax SBJISIETCS OTIMYHON BO3MOKHOCTHIO
BbIXOJa B UHTepHET. Ho MHOTHeE KCIepThl CUMTAIOT, UTo obmenocTynubie Wi-Fi ceTn He aBnsoTcs
0€30IaCHBIMU.

Cogersl 10 Oe30macHOCTH paboTe B 00IIeA0CTYIHBIX ceTsix Wi-Fi:

1. He nepenasaii cBoro nuHyro uHdopmaluio yepe3 odmenocrynubie Wi-Fi cetu. Paboras B HuX,
JKCJIATCIIbHO HC BBOJAUTH MMAPOJIA JOCTYIIA4, IOTMHBI U KAKUC-TO HOMCPA.

2. Hcnonb3yii 1 0OHOBJISIE aHTUBUPYCHBIE TIPOTPaMMbI U OpanaMayep. Tem cambIM Thl 00€301acHIIb ceOs
OT 3aKa4KH BHpYyca Ha TBOE YCTPOUCTBO.

3. IIpu ucnonszoBannu Wi-Fi otkmoun pyukmuio «O0muii 1ocTym k ¢aitnam H mpuaTepam». JlanHas
(GyHKIHMS 3aKphITa 10 YMOJIYAHUIO, OJJHAKO HEKOTOPBIE MOJIb30BaTENIM aKTUBUPYIOT €€ il y100CTBa
WCIIOIb30BaHUs B paboTe mim ydeoe.



4. He ucnonb3yit nyonmmunbiii W 1-FI ais nepenaun TMYHBIX JaHHBIX, HATPUMEP 7S BBIXO/1A B
COLIMAJIBHBIE CETU WM B 3JIEKTPOHHYIO IIOUTY.

5. MHcnonp3yit Tonpko 3amuinieHHoe coenunenue uepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-aapeca
BBOJIM UMEHHO «hltps://».

6. B moOmisHOM Tenedone orkimoun ¢pynkuuio «lloaxmouenne k Wi-Fi aBromatruecku». He nomyckaii
aBTOMATHUYECKOT0 MOAKIIOUYEeHUs ycTpoiicTBa k ceTssiM Wi-Fi 6e3 TBoero cornacusi.

COI_ll/lEl.JlbllblC CE€THU

COI_II/IaJILHbIe CCTU aKTUBHO BXOJAIAT B HAllY ’)KU3Hb, MHOT'YC JIFOAU pa6OTaIOT 1 )XUBYT TaM MMOCTOAHHO, a4 B
Facebook YKE 3apCTUCTPUPOBAH MUJITIUAPA YEIOBEK, YTO ABIACTCA 0I[HOI>1 CC,HBMOﬁ BCEX JKUTEJICH IJIaHETHI.
MHorue 1ojIb30BaTeIn He IOHHUMAIOT, 4TO I/IH(i)OpMaI_II/ISI, pasMCIICHHAA UMHU B COONUAJIBHBIX CCTAX, MOXKCT
OBITE Haﬁz[eHa " HCII0JIb30BaHA KEM YIroJHO, B TOM YHUCJIC HC 00s13aTeNIbHO ¢ 0JaruMu HaMCPCHUSAMMU.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH B COLIMaJIbHBIX CCTAX:

1. Orpanunys ciucok Apy3eit. Y Te0st B Ipy3bsiX HE JOJDKHO ObITh CTy4ailHBIX M HE3HAKOMBIX JIFOZCH.

2. 3ammiail cBOIO YaCTHYIO KM3Hb. He yka3wiBail mapoiu, TenedoHsl, aapeca, aTy TBOETO POXKICHUS U
JPYTYIO JTMYHYIO HHPOPMAIHIO. 370YMBIIIEHHUKA MOTYT UCIIOJIb30BaTh Jake MH(OPMALIUIO O TOM, KaK ThI
Y TBOM POJUTEIH IJIAHUPYETE MPOBECTH KAHUKYIIBI.

3. 3amuiail cBOI pemyTaIuio - Iep>KU C€ B YUCTOTE U 3aJiaBaii cebe BOMPOC: XOTel Obl Thl, YTOOBI Ipyrue
MOJIb30BATEIH BUJICIH, YTO ThI 3arpyaemib? [lomymaii, npexkae 4em 4To-To OmyOIMKOBaTh, HAIIKCATh U
3arpy3HTh.

4. Ecnu Tbl TOBOPUIIH C JTIOAbMH, KOTOPBIX HE 3HACIIIb, HE HUCIIONb3Yl CBOE PEAIbHOE UM U IPYTYIO
JTUYHYI0 HHPOPMAIIUU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eOBI U IpoUee.

5. Hz6eraii pazmenienus ¢pororpaduii B IHTepHETE, T/1e ThI H300paXKeH Ha MECTHOCTH, 110 KOTOPOK
MOJKHO OTIPENIEIUTH TBOE MECTOIIOJIOKEHHE.

6. Ilpu perucrpanuu B COIMAIBLHON CETH HEOOXOIMMO MCII0JIb30BaTh CI0KHBIE MTAPOJIU, COCTOSIINE U3
OykB U1 LU(DpP U C KOJTUYECTBOM 3HAKOB HE MEHEeE 8.

7. Jlns conuanbHON CEeTH, MOYTHI U IPYTUX CaliTOB HEOOXOAMMO MCIOIb30BaTh pa3Hble naponu. Toraa
eci Te0sl B3JIOMAIOT, TO 3JI0YMBIIIICHHUKH TIOIYYaT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE CPazy.

9H€KTPOHHBI€ JCHBI'

DNEeKTPOHHBIE IEHbIY — ATO OYEHb YJOOHBIN CIIOCO0 MiIaTeXel, 0JTHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTAT NOJYYUTh 3TU JEHBIU. JIEKTPOHHBIE IEHBIY TIOSBUIIMCH COBCEM HENABHO U UMEHHO U3-3a
ATOr0 BO MHOTHX IOCy/IapcTBax JI0 CUX MOp HE MPOMHUCAHO PO HUX B 3akoHax. B Poccuu xe onn
(YHKIMOHUPYIOT M O HUX YK€ IIPOMMCAHO B 3aKOHE, I UX Pa3JesioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE
Y HE aHOHUMHbIE. Pa3HuIa B TOM, UTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcsi IpOBOAUTh ONepauu
0e3 neHTU(UKAIIUH [T0JIb30BaTENs, @ B HEAHOHUHMHBIX WIACHTU(UKALMS [TOJIB30BATENS SBIISCTCS
00513aTEeNIbHOM.

Taxoke crnenyer pa3nuyarh, JIEKTPOHHbIE (PUaTHBIE TEHBIU (PaBHBI TOCY/IapPCTBEHHBIM BAIIOTaM) U
ANIEKTPOHHBIEC HE(HUATHBIE IEHBI'H (HE PaBHBI TOCYJapPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI M0 6e30MacHOi paboTe ¢ IEKTPOHHBIMU JICHbIaMHU:

1. TlpuBsixu K cueTy MOOMIIBbHBIHN TenedoH. To camMblil yA0OHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
oCTyT K cueTy. [IpuBsizaHHbIN TenePOH MOMOXKET, €U 3a0y/Ielb CBOM TIJIATSKHBIN MapoJb WITH 3alIeITh
Ha CaliTe HE3HAKOMOTI'0 yCTPOKCTBA.

2. Hcnonb3yii ogHOpa3zoBbie mapoiu. [locie mepexoa Ha yCUIIGHHYIO aBTOpHU3AIUIo TeOe yKe He OyaeT
YTPOKaTh OMACHOCTb KPAaXXH WJIN IIEpexBaTa IIaTEKHOTO HapoJs.

3. Bribepu cioxHbIi napois. [Ipectynmarukam OyeT He MPOCTO YraaaTh CIOKHBINA Mapoiib. HamexHbie
MapoJIi — 3TO MApPOJIU, KOTOPBIE COAEPKAT HE MEHee 8§ 3HAKOB U BKIIIOYAIOT B ¢€0sl CTPOUHBIC U TPOIHCHBIC
OYKBBI, U(PPHI U HECKOJIBKO CUMBOJIOB, TaKME KaK 3HaK J0J1apa, GyHTa, BOCKINIATEIbHBIN 3HAK U T.II.



Hamnpumep, $tROng!;.
4. He BBOIM CBOM JINYHBIC JAHHBIC HA CAUTaX, KOTOPHIM HE JOBEPSCIIb.

BJICK’I'])OIIIIHH [1o4yTa

DNEeKTPOHHAs IOoYTa — 3TO TEXHOJIOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH 110 IIEPECHUIKE U IOTYyYEHUIO
AJIEKTPOHHBIX COOOIICHUI, KOTOPBIE PACTIPEACTSIOTCS B KOMIBIOTEPHON ceTh. OOBIYHO AJIEKTPOHHBII
MOYTOBBIN SIIMK BBHITJISAUT CISAYIOIINM 00pa3oM: UMs_TOJIb30BaTeNsA(@UMs_ToMeHa. Taxke Kpome
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeIaBaTh (haiiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ AIEKTPOHHON TOYTOM:

1. Hapno BbIOpaTh NpaBUIIbHBIN TOYTOBBIHM cepBUC. B MHTEpHETE eCcTh OIrPOMHBIN BBIOOp OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIEe JOBEPATh TEM, KOI'O 3HACIIb U KTO IIEPBBII B PEUTHHTIE.

2. He yxa3pIBaii B 1TMYHOM nouTe JIM4YHYI0 HH(opMmaruo. Hanpumep, styurie BeIOpaTh

«My3BIKaIbHBIN _(panaT@» i «pok2013» BMecTo «remal3».

3. Hcnonb3yit 1ByX3TalHyI0 aBTOPU3ALMIO. DTO KOT/1a HOMUMO MapoJis HY’KHO BBOJUTH KOJI,
npucbuIaeMblii mo SMS.

4. BeiOepu cioxxHbIH naposib. J{i1s KaKa0ro No4TOBOIO SIIMKA JOJKEH ObITh CBOW HaJIeKHBIMH,
YCTOMYUBBIN K B3JIOMY I1apOJIb.

5. Ecnu ecth BO3MOXXKHOCTH HanMcaTh CAMOMY CBOM JIMUHBIM BOIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb.

6. Hcmonb3yit HECKOIBKO OYTOBBIX SIIUKOB. [IepBEIi U1 4acTHON MEPENHICKH € aipecaTaMi, KOTOPBIM
THI JIOBEPSICIITb. DTO JIEKTPOHHBIN a/Ipec HE HAJJ0 UCTIONB30BaTh MPH PETUCTPAIIMH HA POpyMax U caifTax.
7. He oTkpbiBaii (hailnbl ¥ Apyrue BIOXKEHHUS B MUCbMAaX JIaXKe €CJIM OHU MPHIUIA OT TBOUX Jpy3eil. Jlydme
YTOYHHU y HUX, OTHPABIISUTN JIX OHU TeOe 3TH (Hailiibl.

8. Ilocne okoH4YaHUs pabOTHI HA TIOYTOBOM CEPBHUCE MEPE 3aKPhITHEM BKJIAJIKU C CAHTOM He 3a0y/1b
HakaTb Ha «Bp1iTH».

KI/I6GP6}/HHHHF WJIN BUPTYAJIbHOC U3JI€BATCIILCTBO

KubepOynauar — npecnegoBaHue COOOIMIEHUSIMH, COJIEPKAIUME OCKOPOJICHH S, arpeCCHI0, 3aIlyTrUBaHue,
XYJIUTaHCTBO, COIIMAIbHOE OOMKOTHPOBAHKE C TTIOMOIIIBIO PAa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 00pbOE ¢ KNOEPOYIIITMHIOM:

1. He Opocaiica B 60#. JIyumuii cioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CIIM HET TOT0, K KOMY MOKHO
00paTUTHCS, TO BHaUale yCIOKOUThCs. Eciiu Thl HaUHeNIb OTBEYaTh OCKOPOJIEHUSIMH Ha OCKOPOJIEHHSI, TO
TOJIBKO e11le 0O0JIbIIIe Pa30XkiKellb KOH(IUKT.

2. VYmupansii cBoel KubeppenyTarHen.

3.  AHOHUMHOCTbH B ceTH MHUMast. CyIIECTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM.

4. He crout BecTu XylIuranckuii o0pa3 BUpPTyalbHOH kU3HU. UHTEpHET (puKCcUpyeT BCe TBOU JEHCTBUS U
COXpaHseT uX. Y aIuTh X OyJeT KpaifHe 3aTpyAHUTENIbHO.

5. CoOimronail CBOIO BUPTYaAITbHYIO YECTh CMOJIONTY.

6. Wrnopupyii equHu4HbIN HeraTuB. OIHOPA30BbIE OCKOPOUTENIBbHBIE COOOIIECHHS JTy4Ille UTHOPUPOBATH.
OObIYHO arpeccus MpeKpalaeTcss Ha HayalabHON CTaluu.

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLMAIBHBIX CETAX €CTh
BO3MO>XHOCTb OJIOKUPOBKH OTIPABKH COOOIIEHUI C ONPEIEeTICHHBIX aJIPECOB.

8. Ecnu 11 cBUAeTens kubepOysmuHra. TBoM neiCTBUA: BHICTYIUTH IPOTUB MIPECIE0BATENS, TIOKA3aTh
€My, YTO €ro JCHCTBUS OLIEHUBAIOTCS HErATUBHO, MOJIEPKATh KEPTBY, KOTOPOH Hy)KHA IICUXOJI0rHYeCcKast
MOMOIIlb, COOOIIUTE B3POCIIBIM O (DaKTe arpecCUBHOTO NOBEJICHUS B CETH.

MoOwibHBIHN TenehoH



CoBpemenHbIe cMapTHOHBI U MIIAHIIETHI COACPkKAT B ce0e BIOJTHE B3POCIbIN (DYHKIIMOHAN, U TENIEPh OHU
MOTYT KOHKYPHPOBATh CO CTallHOHAPHBIMU KOMIbIoTepaMu. OIHAKO, CPEJCTB 3AIIMUTHI 7151 TOJOOHBIX
YCTPOMCTB MOKa OYEHb Majo. TecCTupoBaHUE U MOUCK YSA3BUMOCTEN B HUX IPOUCXOJUT HE TaK UHTEHCUBHO,
kak a7 1K, 1o ke camoe kacaetcs 1 MOOUIIbHBIX MpuiioxkeHui. CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yxke
MPAKTUYECKH JJOTHAJIHM HACTOJIBHbIE aHAJIOTH, OIHAKO pacIIupeHue (pyHKIIMOHAIA BI€YeT 32 COOOH
OO0JIBIIYIO CII0)KHOCTh M MEHBIIYIO 3alIUIIEHHOCTD. J{aneko He Bce MPOU3BOIUTENHN BhIITYCKAIOT
OOHOBJICHHS, 3aKPBIBAIOIINE KPUTUYECKHE YI3BUMOCTH JUIsSI CBOUX YCTPOUCTB.

OcCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

1. Hwudero He siBNsieTCS MO-HACTOALEMY OecriaTHRIM. Byib ocTOpOKeH, Belb Koria Tede mpeaiarait
OecrutaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO IUIATHBIE YCITYTH.

2. Jlymaii, npexe 4yem otrnpaBuTh SMS. ¢hoTo unu Buaeo. Thl TOUHO 3HACHIb, TJe OHK OYyAyT B KOHEUHOM
urore?

3. HeobxonuMo 0GHOBISATE OMEPAIIMOHHYIO CUCTEMY TBOETro cMapT(doHa.

4. Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJI1 MOOMIIBHBIX TeIe(OHOB.

5. He 3arpyxaii npuioxeHust OT HEM3BECTHOI'O UCTOYHHUKA, BE/Ib OHU MOTYT COJIEpKaTh BPEJOHOCHOE
porpaMMHOe oOecrieueHue.

6. Ilocne Toro kax Thl BbIiiIeUIb C caiiTa, Il BBOIWI JTUYHYIO HH(GOPMAIIUIO, 3aliT1 B HACTPOUKH
Opay3epa u ynanu cookies.

7. Ilepmoguvecku nmpoBepsiii, KaKKe MIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMeEpE.

8. laBaii cBOif HOMEp MOOMIIBHOTO Tesle()OHA TOIBKO JIFOJISIM, KOTOPBIX ThI 3HACIIb U KOMY JTOBEPSICIIb.

9. Bluetooth gomkeH ObITH BBIKJIIOUEH, KOTJIa Thl UM HE MoJb3yelibes. He 3a0biBail nHOT1a IPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIaH-UTPBI - ITO KPACOYHbBIE, 3aXBaTHIBAIOIINE PA3BICUEHUS, O0bEINHSAIONINE COTHU
TBICSAY YEJIOBEK 10 BceMy MUpPY. Irpoku uccaenyoT JaHHbIM UM MHp, 00LIat0TCs APYT C JPYTrOM,
BBITIOJHSIOT 3aJJaHMsl, CPa’KatoTCs C MOHCTPaMHU U MOJIY4alOT ONBIT. 32 yIOBOJBCTBUE OHHU ILIATAT:
MOKYNAIOT TUCK, OIUIAYMBalOT aOOHEMEHT UJIH MPHOOpETAIoT Kakue-To onuuu. Bee 3Tu cpeacTsa uayt Ha
NojJiep>KaHue U pa3BUTHE UTPHI, @ TAK)KE HA caMy 0€30IaCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBbI
aBTOPU3AllMH, BBIITYCKAIOTCS HOBbIE aTuM (LM(POBBIE 3aIUIaTKU AJIS IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH
cepBepoB. B mogo0HBIX Urpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alMK OOJBIIMHCTBA UTP.

OCHOBHBIEC COBETHI IO 0€30ITACHOCTH TBOCTO HUI'PpOBOI'0 aKKayHTa:

1. Ecau apyroii urpok Beaet ceds Mmioxo Ui co3aaeT Tede HeMPUATHOCTH, 3a0JIOKUPYH €ro B CIIHUCKe
UTPOKOB.

2. Tloxamyiics aAMUHUCTPATOpaM MIPbI HA TUIOXOE MOBEJCHHE ITOr0 UTPOKA, KeIaTeTbHO MPUI0KHUTh
KaKHe-TO JI0KAa3aTEeNbCTBA B BUJIE CKPHHOB.

He yka3biBail muunyio nHpopMaiuio B mpodaiisne urpol.

VYBakail Ipyrux y4aCTHUKOB I10 UTPE.

He ycranaBnuBaii HeouManbHble TATYU U MO/IBL.

Hcnonb3yii CIOKHBIE U pa3HbIE MaPOJIU.

Jlaxe BO BpeMsi UTPBI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I10Ka ThI Urpaemib, TBOM KOMIIBIOTEP MOT'YT
3apa3uTh.

Nogkow

DOUIIMHT 1IN Kpaxa JIJMYHbIX JaHHBIX

OObIuHOM Kpaskel IeHeT U TOKYMEHTOB CETOJHS YK€ HUKOTO HE YAUBHUIIIb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTUH 3JI0YMBIIUICHHUKH TIEPEMECTIIINCH B UHTEPHET, ¥ MTPOJOJDKAIOT 3aHUMAThCS «TIOOMMBIM)
nenoM. Tak mosiBHIIaCh HOBasi yIpo3a: HHTEPHET-MOIICHHUYECTBA I (DUILUHT, TIaBHAS LEJIb KOTOPOTO
COCTOHWT B ITOJTy4CHUH KOH(PHICHIINATBHBIX TaHHBIX ITOJIb30BaTENCH — JIOTHHOB M maposeil. Ha
aHrMiCcKoOM s3bike phishing untaercs kak ¢ummar (ot fishing — peiOHas 1oBIs, password - maposs).



OcHOBHBIE COBETHI IO 6OpHOE ¢ (PUIIMHTOM:

1. Crnenu 3a cBouM akkayHTOM. Eciii ThI I0J103peBaeIiib, 4YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
Heo0X0IuMO 3a0JI0KMPOBATh €€ U COOOIINTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee.

2. MHcnonb3yii 6e30macHbIe BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB M MIOMCKOBBIX CHCTEM.

3. MHcrnonb3yii cnoxHbIe U pa3Hble mapoiu. Takum o0pa3oM, eciiu TeOs B3JIIOMAIOT, TO 3JI0YMBIIUIEHHUKH
MOJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(MHUITIO B CETH, @ HE KO BCEM.

4. Ecnu te0s B3mOMalu, TO HEOOXOAUMO MPEIYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBIECHbI Y
Te0s B IPY3bsIX, O TOM, UTO T€OS B3JIOMATHU M, BO3MOXKHO, OT TBOETO UMEHHU OYAET pacchuIaThbes CriaM U
CCBUIKM Ha (PUIIUHTOBBIC CAUTHI.

5. ¥Ycranosu HanexHbii mapoib (PIN) Ha MOOWIBHEIH TenedoH.

6. Ortkiroun coxpaHeHue napois B 6paysepe.

7. He otkpeiBaii dailiibl ¥ Ipyrue BIOKEHUS B MUChMaX JIaXKe €CIIM OHU MPUIILIA OT TBOUX Apy3ei. Jlyure
YTOYHH Y HUX. OTIIPABJISUIN JIU OHU TeOe 3ru (haiiibl.

[{udpoBas pemyranus

[{udposast penyraius - 3T0 HETaTHBHAS WM TO3UTHBHASI HH(OpMaIHs B CETH O Tebe.
Kommpomerupytomias nuapopmaius, pa3MenieHHas B MHTEPHETE, MOKET CEpbe3HBbIM 00pa3oM OTPa3UThCs Ha
TBOEH peanbHOM ku3HU. «[{udpoBas penyramusy» - 3T0 TBOM UMUK, KOTOPBIH (HOPMHUPYETCS U3
uHpopmanuu o Tede B UHTepHETe. TBOE MECTO KUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOXKEHUE,
0COOEHHOCTH XapaKTepa M paccKas3bl O OJU3KUX - BCE 9TO HAKAIUIMBACTCS B CETH. MHOTHE TIOJPOCTKA
JIETKOMBICIIEHHO OTHOCATCS K MyOIMKauu JInyHOU nHpopManuu B THTepHeTe, He TOHUMAas BOZMOKHBIX
nocencTBUM. Thl 1a)ke HE CMOXKENIb J0TaaThCs O TOM, 4TO (poTorpadusi, pa3MemieHHas 5 1eT Hazal, cTaina
MIPUYMHON OTKa3a MpHUHTH Te0s Ha paboTy. KommeHTapuu, pazmenieHne TBoux Gororpaduii u gpyrue
JIEACTBUS MOTYT HE UCUE3HYTh JAXKE MOCIIE TOr0, KaK Thl MX YAAIHUIIb. Thl HE 3HACIIb, KTO COXPAHUII ATY
nH(pOpMaIIHIO, TIOTANIa I OHA B MMOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O
Te0e OKpYIKarolee JI01, KOTOpble HAaUAYT U yBUAAT 3T0. HaliT nH(pOpMaIuio MHOTO JIET CITyCTS CMOXKET
0001 - Kak U3 JoOpBIX MOOYXKACHUN, TaK M ¢ HAMEPEHUEM MIPUUUHUTH Bpel. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 10 3aLUTE HU(POBON PEIyTALNH:

1. Tlomymaii, mpexJe ueM 4To-To MyOJIMKOBAaTh U MepeiaBaTh y ce0s B OJiore WK B COLIMATIBHOM CeTH.
2. B nHacrtpoiikax npouist ycTaHOBH OTpaHUYEHUS] Ha IPOCMOTP TBOETO MPO(UIIS U €ro COAEPKUMOTO,
clienai ero TOJIBKO IS APYy3ei».

3. He pa3memaii u He yka3bIBail HH(OpMAIHIO, KOTOPAs MOXKET KOr0-JINO0 OCKOPOIATh MM OOMKaTh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIE IIKOJIBHUKHU - aKTUBHBIC TTOJIH30BaTENH MU(GPOBOro mpocTpancTBa. OIHAKO ajleKko HE BCe
3HAIOT, YTO MOJIB30BAHNE MHOTUMH BO3MOXXHOCTSAMU ITU(GPOBOTO MUpa TpedyeT coOM0IeHNs TpaB Ha
WHTEJUICKTYaJIbHYI0 COOCTBEHHOCTh. TepMHUH «MHTEIUICKTyalIbHast COOCTBEHHOCTB)» OTHOCUTCS K
Pa3IMYHBIM TBOPEHHSIM YEIOBEYECKOT0 YMa, HAYMHAs C HOBBIX U300pETEHHUI 1 3HAKOB, 0003HAYAIOIINX
cOOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHYNBasi KHUTaMU, hoTorpadusMu, KHHOPHIBMaMHU U
MY3BIKAJIbHBIMU MPOU3BECHUSIMHI. ABTOPCKHUE MpaBa - 3TO MpaBa Ha MHTEJUICKTYAIbHYIO COOCTBEHHOCTh Ha
MIPOM3BEICHUS HAYKH, TUTEPATYPHI U UCKYCCTBA. ABTOPCKHE TpaBa BRICTYIIAIOT B KAYECTBE TAPAHTHUH TOTO,
YTO UHTEIUICKTYaIbHBIA/TBOPUECKHI TPY/ aBTOpa HE OyJeT HApacHBIM, 1aCT €My CIIPaBEeITUBbIC
BO3MOKHOCTH 3apab0TaTh Ha PE3yNbTaTax CBOETO TPY/a, MOJIYIHTh H3BECTHOCTD U NIpu3Hanue. Hukro 6e3
pas3peleHus aBTopa He MOXKET BOCIIPOU3BOIUTH €T0 MPOU3BEACHUE, PACTIPOCTPAHSTD, TyOTHYHO
JEMOHCTPHUPOBATH, TPOJIaBaTh, UMIIOPTUPOBATH, ITYCKATh B MPOKAT, MyOJIUYHO HCTIOIHSTS,
MMOKAa3bIBAaTh/UCTIONHSATE B 3upe miu pazmeniats B IHTepHETE.

Hcnonb3oBanne «mupaTcKoioy» MPOrpaMMHOTO 00ECTIEYeHHUST MOXKET MMPUBECTH K MHOTHM PUCKAM: OT
MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOICTBA, IJI€ YCTAHOBICHHBIN HelleralbHasI
nporpamma. He cTout Taxxe 3a0bIBaTh, 4TO CYIIECCTBYET JICTAIBHBIC U OECIIJIATHBIE TPOTPAMMBI, KOTOPBIE
MO>KHO HAaMTH B CETH.



CereBu4ok.pd

[Topran CeteBUUYOK.pd - TBOI IIaBHBINA COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O 0€30MaCHOCTHU B CETH
MOHSITHBIM M IOCTYITHBIM SI3BIKOM, a IPU BO3HUKHOBCHUH KPUTHICCKOW CUTYallu OOPATHTHCS 32 COBETOM.
A Taxxe NpUHATH y4acTHe B KOHKYPCax M CTaTh CaMbIM IIU(POBBIM IpaskJaHUHOM !
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